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SAP and its challenges



Source: SAP Corporate Fact Sheet, https://www.sap.com/documents/2017/04/4666ecdd-b67c-0010-82c7-eda71af511fa.html
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85 of 100 largest companies
are SAP S4/HANA customers
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SAP systems and applications increasingly targeted in cyber attacks.
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Challenges in SAP Security
• Proprietary software, restricted and limited access to information and documentation

• Usage of proprietary network protocols, e.g.: NI, DIAG, SNC, RFC

• Complex configuration with seemingly contradicting options

• SAP components and software not openly available

• Analysis requires Reverse Engineering

Securing SAP environments requires extensive domain knowledge and experience.
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Security-relevant issues are easily introduced, and they are exploited by attackers.



SAP Network Traffic
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SAP Network Traffic with the right tools
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Common Vulnerabilities
and Pitfalls



Web Apps

Cloud Assets

User 
Permissions

Encrypted
Communication
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On-Premise
Systems

ABAP Code
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SAP Fiori Web Applications



OData: HTTP-Based Protocol for Data Exchance

Data is transmitted in GET parameters of HTTP request:
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• Functionality: Leave Requests

• Supervisor has to approve requests, cannot 

change supervisor in front end

• Vulnerability: any employee can be set as the 

approver via OData backend call
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OData Vulnerability: Improper Access Control (Leave Requests) 
CVE-2024-22133, CVSS: 4.6 (Medium)



Enum: Portscan SAP Systems
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SAP Content Server Vulnerability: Cross-Site Scripting
CVE-2023-26457, CVSS: 6.1 (Medium)

SAP Content Server on port 1090 fails to sanitize user input

SAP from an Attacker's Perspective

http://<IP>:1090/sapcs?create&pVersion=1

http://<IP>:1090/sapcs?create&pVersion=%0aContent-
type%3atext/html%0a%0a<script>alert("usd%20AG")</script>



• General security configuration settings, e.g.

• Cryptographic algorithms

• Password policies (→ brute force protection)

• … others are more SAP specific

• Accessibility of management console webmethods (often >2GB log data accessible!)

• RFC security parameters

• Hashing algorithms for password storage
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Complex Configuration, Opportunities for Misconfigurations



Remember SAP Network Traffic with the right tools ?
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Tool: Verify SNC Encryption Checks with sncscan
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https://github.com/usdAG/sncscan



• SAP transaction codes grant access to system functionality

• The sheer number of existing codes makes a robust role management challenging

• Business needs can require access to certain transactions …

• … that can also be misused to gain significant access rights
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Transactions: Cryptic Names, Potentially Dangerous Behavior



Transaction Example SM49: Code Execution as a Feature

Predefined operating system commands are accessible in the transaction…
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Transaction Example SM49: Code Execution as a Feature

…and new commands can be added…
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Transaction Example SM49: Code Execution as a Feature

…and new commands can be added…
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Transaction Example SM49: Code Execution as a Feature

…and executed ;-)
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Impact of Code Execution: Extract Password Hashes
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250x
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Cracking



Transaction Example SE16 – Password Hashes, Please
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• High-privileged users can access 

files within the filesystem

• Ability to execute arbitrary 

commands on the system

• SAP does not classify this as a vulnerability but 

instead recommends changing default user 

passwords...
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More Classic Web App Vulnerabilities
CVE-2024-30214 + CVE-2024-30215, CVSS: 4.8 (Medium)
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Are we Doomed?
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Responsible Vulnerability Disclosure

• Quick response to responsible disclosure by SAP

• However: For 3rd party software, responsible 

disclosure often hard!

• Support provided to determine if vulnerability affects 

SAP code or only customer configuration/custom 

ABAP

• Recognition of researchers through 

“Hall of Fame”

https://support.sap.com/en/my-support/knowledge-base/security-notes-news/credits-for-security-researchers.html
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SAP as technology 
ecosystem brings its 

own complexity

Increasing awareness & 
community around SAP 
security

Common vulnerabilities & 
misconfigurations in SAP 

and 3rd party software

From pentesting experience: 
Complexity is the enemy of 
security

To Take Away
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